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Förvaltningsberättelse
Styrelsen för Bostadsrättsföreningen Slottssmycket, organisationsnummer 769625-2746, avger härmed följande
årsredovisning för räkenskapsåret 2024-01-01 - 2024-12-31. Om inte annat särskilt anges, redovisas alla belopp i
hela kronor.

 

Verksamheten
Allmänt om verksamheten
Föreningen har till ändamål att främja medlemmarnas ekonomiska intressen genom att i föreningens hus
upplåta bostäder åt medlemmarna till nyttjande utan tidsbegränsning. Medlems rätt i föreningen kallas
bostadsrätt. 2024 är det åttonde kalenderåret då föreningen bedrivit verksamhet under hela året.

Föreningen är ett privatbostadsföretag och beskattas som en äkta bostadsrättsförening. Föreningen innehar
marken med äganderätt och föreningens fastighet har därutöver inte del i någon samfällighet.  

 
Föreningens säte är i Täby Kommun

 
Föreningen disponerar tomten genom:
Äganderätt

 
Försäkring
Föreningen är fullvärdesförsäkrad hos Länsförsäkringar Stockholm.

 
Styrelse
Ordförande Alexander MacNally
Kassör Naser Nazari
Ledamot Thomas Ericsson
Ledamot Felix Bagge
Ledamot Per Byrenius
Suppleant Karin Rönnberg
Suppleant Erik Linares

 
Befattningshavarna ovan utsågs vid det konstituerande styrelsemötet i anslutning till ordinarie
föreningsstämman.
I tur att avgå vid ordinarie föreningsstämma är Alexander MacNally
Styrelsen har under året hållit 10 sammanträden.
Firmatecknare har varit Alexander MacNally och Naser Nazari

 
Föreningsstämmor
Ordinarie föreningsstämma hölls 2024-05-15.
Revisor
Intern revisor Hans Lundholm

 
Valberedning
Valberedningen består av: Ebba Ericsson Hårleman och Åsa Göthlin
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Information om fastigheten
Föreningens adress:

Slottsvägen 1
 
Nybyggnadsår: 2016
Värdeår: 2016

 
Fastighetsbeteckning: Matrosen 2

 
Huset är ett flerfamiljshus i tre plan med källare innehållande bl a garage, bastu, duschar och
gemensamhetslokaler, samt uppvärmd förrådsvind med allrum och terrass. Till fastigheten hör också ett
separat sophus. Fastighetens beteckning är Matrosen 2 och den är belägen på Slottsvägen 1 i Täby kommun.

Totalt antal bostadslägenheter: 18

Totalyta (m²): 2 299

Bostadslägenheter
upplåtna med bostadsrätt

Antal Total yta m²

3 rok 13 1 262
4 rok 5 575
Summa 18 1 837

 

 

Lokaler
upplåtna med hyresrätt

Antal Total yta m²

1 150
 

 
Garage och P-platser

Antal platser

26
 
Garageytan är beräknad efter schablon på 12 kvm /
plats.
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Förvaltning
Den kamerala förvaltningen sköts av FRUBO AB. Den tekniska fastighetsförvaltningen har hanterats av FSS
Fastighetsservice AB.

Föreningsfrågor

Löner och ersättningar
Inga arvoden har utgått till styrelsen under 2024

Ekonomi
Föreningens fastighetslån utgörs av hypotekslån i Handelsbanken. Lånevillkoren finns under
tilläggsupplysningar.

Väsentliga händelser under räkenskapsåret
Underhållsplan:

Ett underhållsplan upprättades under året.

Dagvattensystemet:  

Under året har föreningen tvingats att renovera sina dagvattenpumpar och fästen som förstördes av flera
stopp i föreningens anslutning till den kommunala dagvattenledningen. Täby kommun har nu åtgärdat felet i
sitt ledningssystem. Föreningen har erhållit en försäkringsersättning för denna skada uppgående till 232.589
kronor. Beloppet har utbetalats den 13 februari 2025 men intäktsförts i bokslutet för 2024. Föreningens totala
kostnader för renovering av dagvattensystemet uppgår till 375.375 kronor och redovisas också i sin helhet i
bokslutet för 2024. Den del av kostnaden som inte täcks av försäkringsersättningen utgör en uppgradering av
funktionerna i systemet.

 
Upplysning vid förlust

Vår ekonomi i föreningen är tillfredsställande och likviditeten är god. För att följa den almänna
prisutvecklingen har styrelsen beslutat om en avgiftsjustering enligt följande: · att höja föreningens avgift med
8 procent från och med den 1 januari 2025 · att höja avgiften för parkeringsplatser med 50 kr, från
850kr/månad till 900kr/månad från och med den 1 januari 2025 Även en genomgång av föreningens
omkostnader utfördes under hösten 2024 med syftet att sänka dessa. Denna justering är en del av vårt
engagemang för att säkerställa föreningens ekonomiska hälsa och bibehålla vår gemensamma standard.
Den ger oss också möjligheten att fortsätta investera i underhåll och förbättringar för att göra vårt hus ännu
mer attraktivt.
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Medlemsinformation
25 medlemmar vid räkenskapsårets början.
Under året har 1 överlåtelser skett. 
Medlemmar vid räkenskapsårets slut 27 

 

18 bostadsrätter
 

27 medlemmar vid räkenskapsårets slut
 

Flerårsöversikt
2024 2023 2022 2021

Nettoomsättning, tkr 1 872 1 857 1 834 1 797
Årsavgifter, tkr 1 508 1 487 1 456 1 445
Resultat efter finansiella poster, tkr - 1 390 - 1 029 - 814 - 778
Soliditet % 74 75 75 75
Balansomslutning, tkr 103 356 104 714 105 945 107 370
Årsavgift / kvm upplåten med bostadsrätt¹, kr 910 900
Skuldsättning / kvm upplåten med bostadsrätt,
kr

14 053 14 196

Skuldsättning / kvm totalyta, kr 11 229 11 343
Sparande / kvm, kr 80 187
Räntekänslighet, % 17 16
Energikostnad / kvm, kr 129 122
Årsavgifternas andel i % av totala rörelseintäkter 79 87
² I föreningens årsavgift ingår en parkeringsplats, värme, vatten, bredband och grundutbud av tv-kanaler.
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Nyckeltalsdefinitioner

Soliditet
Justerat eget kapital i procent av balansomslutning.

Årsavgift per kvm upplåten med bostadsrätt: Alla årsavgifter som tas ut för ytor upplåtna med bostadsrätt,
inklusive avgifter baserade på individuella mätningar av förbrukning, fördelat per kvm upplåten med
bostadsrätt. Avgifter för tjänster som en medlem kan välja som tillval ingår inte.

Skuldsättning per kvm: Räntebärande skulder på balansdagen dividerat med antalet kvadratmeter
upplåtna med bostadsrätt och hyresrätt, dvs. samtliga ytor som föreningen tar ut en avgift eller hyra för.

Skuldsättning per kvm upplåten med bostadsrätt: Räntebärande skulder på balansdagen dividerat med
antalet kvadratmeter upplåtna med bostadsrätt.

Sparande per kvm: Justerat resultat fördelat per kvm upplåten med bostadsrätt och hyresrätt. Med justerat
resultat avses årets resultat ökat med årets avskrivningar, årets kostnad för utrangeringar och årets kostnad
för planerat underhåll samt avdrag resp. tillägg av intäkter och kostnader som är väsentliga och som inte är
en del av den normala verksamheten.

Räntekänslighet: Räntebärande skulder på balansdagen dividerat med föreningens intäkter från årsavgifter
under räkenskapsåret. Nyckeltalet visar hur många procent årsavgifterna kan behöva höjas om räntan stiger
med 1 procentenhet.

Energikostnad per kvm: Kostnader för värme, el och vatten (inkl. kostnader som vidaredebiteras) fördelat per
kvm bostadsrätt och hyresrätt.

Årsavgifternas andel i procent av totala rörelseintäkter: Årsavgifter dividerat med totala rörelseintäkter.
Nyckeltalet visar hur stor del av föreningens totala rörelseintäkter som kommer från årsavgifter.

 

  
Årets amortering
Föreningen har under året amorterat 261 504 kronor. 
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- 8 339 942 - 1 028 645

- 1 028 645 1 028 645
- 1 390 457

- 9 585 772 - 1 390 457

Förändringar i eget kapital
Insatser Fondför yttre underhåll Balanserat resultat Årets resultat

Belopp vid årets ingång 86 635 500 969 419
Resultatdisposition enligt stämman:
Reservering fond för yttre underhåll 217 185 -217 185
Balanseras i ny räkning
Årets resultat
Belopp vid årets utgång 86 635 500 1 186 604

 

Resultatdisposition
Till föreningsstämmans förfogande står följande medel:
Balanserat resultat - 9 585 772 
Årets resultat - 1 390 457 
Totalt - 10 976 229 

Styrelsen föreslår att medlen disponeras enligt följande:
Reservering fond för yttre underhåll 217 185 
Balanseras i ny räkning - 11 193 414 
Totalt - 10 976 229 
Avsättning till yttre fond sker med 0,3% av taxeringsvärdet.
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Resultaträkning
1 januari - 31 december Not 2024 2023

 
RÖRELSEINTÄKTER
Nettoomsättning 1 1 872 110 1 856 954
Övriga rörelseintäkter 232 586 47 247

Summa Rörelseintäkter 2 104 696 1 904 201
 
RÖRELSEKOSTNADER
Driftkostnader 2 -1 259 274 -984 649
Övriga externa kostnader 3 -50 844 -84 092
Avskrivningar -1 433 364 -1 433 364

Summa Rörelsekostnader -2 743 482 -2 502 105
 
RÖRELSERESULTAT -638 786 -597 904
 
FINANSIELLA POSTER
Övriga ränteintäkter och liknande resultatposter 305 0
Räntekostnader och liknande resultatposter -751 976 -430 741

Summa Finansiella poster -751 671 -430 741
 
RESULTAT EFTER FINANSIELLA POSTER -1 390 457 -1 028 645
 
RESULTAT FÖRE SKATT -1 390 457 -1 028 645
 
ÅRETS RESULTAT -1 390 457 -1 028 645
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Balansräkning
TILLGÅNGAR Not 2024-12-31 2023-12-31

 
ANLÄGGNINGSTILLGÅNGAR
Materiella anläggningstillgångar
Byggnader och mark 4 102 340 438 103 773 802

Summa materiella anläggningstillgångar 102 340 438 103 773 802
 
SUMMA ANLÄGGNINGSTILLGÅNGAR 102 340 438 103 773 802
 
 
OMSÄTTNINGSTILLGÅNGAR
Kortfristiga fordringar
Avgifts- och hyresfordringar 35 395 0
Övriga fordringar 265 164 0
Förutbetalda kostnader och upplupna intäkter 5 52 422 47 355

Summa kortfristiga fordringar 352 981 47 355
 
Kassa och bank
Kassa och bank 662 323 891 466

Summa kassa och bank 662 323 891 466
 
SUMMA OMSÄTTNINGSTILLGÅNGAR 1 015 303 938 821
 
 
SUMMA TILLGÅNGAR 103 355 742 104 712 623
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Balansräkning
EGET KAPITAL OCH SKULDER Not 2024-12-31 2023-12-31

 
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 86 635 500 86 635 500
Fond för yttre underhåll 1 186 604 969 419

Summa bundet eget kapital 87 822 104 87 604 919
 
Fritt eget kapital
Balanserat resultat -9 585 772 -8 339 942
Årets resultat -1 390 457 -1 028 645

Summa fritt eget kapital -10 976 229 -9 368 587
 
SUMMA EGET KAPITAL 76 845 875 78 236 332
 
Långfristiga skulder
Skulder till kreditinstitut 6 25 816 036 26 077 540

Summa långfristiga skulder 25 816 036 26 077 540
 
Kortfristiga skulder
Leverantörsskulder 307 165 109 794
Skatteskulder 63 900 63 900
Övriga skulder 52 867 51 929
Upplupna kostnader och förutbetalda intäkter 7 269 899 173 128

Summa kortfristiga skulder 693 831 398 751
 
 
SUMMA EGET KAPITAL OCH SKULDER 103 355 742 104 712 623
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Kassaflödesanalys
Not

2024-01-01
2024-12-31

2023-01-01
2023-12-31

 
DEN LÖPANDE VERKSAMHETEN
Rörelseresultat -638 786 -597 904
Justeringar för poster som inte ingår i kassaflödet
Avskrivningar 1 433 364 1 433 364
Summa 794 578 835 460
 
Erhållen ränta 305 0
Erlagd ränta -751 976 -430 741
Kassaflöde från den löpande verksamheten före
förändringar av rörelsekapital

42 907 404 719

 
Kassaflöde från förändringar i rörelsekapital
Förändring av rörelsefordringar -305 626 2 031
Förändring av rörelseskulder 295 080 31 721

Kassaflöde från den löpande verksamheten 32 361 438 471

 
FINANSIERINGSVERKSAMHETEN
Amortering -261 504 -235 704

Kassaflöde från finansieringsverksamheten -261 504 -235 704

Årets kassaflöde -229 143 202 767

Likvida medel vid årets början 891 466 687 447

Likvida medel vid årets slut 662 323 891 466
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Noter
Redovisningsprinciper

Årsredovisningen är upprättad i enlighet med årsredovisningslagen och Bokföringsnämndens allmänna råd
(BFNAR) 2012:1 Årsredovisning och koncernredovisning samt BFNAR 2023:1 Kompletterande upplysningar m.m
i bostadsrättsföreningars årsredovisning.

Värderingsprinciper m.m.
Tillgångar, avsättningar och skulder har värderats utifrån anskaffningsvärden om inget annat anges nedan.

Tillkommande utgifter
Tillkommande utgifter som uppfyller tillgångskriteriet räknas in i tillgångens redovisade värde. Utgifter för
löpande underhåll och reparationer redovisas som kostnader när de uppkommer.

Materiella anläggningstillgångar
Materiella anläggningstillgångar redovisas till anskaffningsvärde minskat med avskrivningar. I
anskaffningsvärdet ingår utgifter som direkt kan hänföras till förvärvet av tillgången.

När en komponent i en anläggningstillgång byts ut, utrangeras eventuell kvarvarande del av den gamla
komponenten och den nya komponentens anskaffningsvärde aktiveras.

Tillkommande utgifter som avser tillgångar som inte delas upp i komponenter läggs till anskaffningsvärdet till
den del tillgångens prestanda ökar i förhållande till tillgångens värde vid anskaffningstidpunkten.

Utgifter för löpande reparation och underhåll redovisas som kostnader.

Avskrivning görs över den förväntade nyttjandeperioden och avskrivningen redovisas som kostnad i
resultaträkningen. Enligt redovisningsprincip (K3) har byggnaden delats upp i komponenter. Nedanstående
avskrivningsprocent används.

Avskrivning
Tillämpade avskrivningstider:

Anläggningstillgång Nyttjandeperiod (år) Avskrivning (%)

Stomme & grund 150 0,67
Stomkompletteringar, innerväggar m.m. 60 1,67
Värme, sanitet (VVS) 50 2
El 50 2
Inre ytskikt och vitvaror 20 5
Fasad 75 1,33
Fönster 60 1,67
Köksinredning 35 2,86
Yttertak 40 2,5
Ventilation 30 3.33
Hiss 50 2
Styr- och övervakning 20 5
Restpost 60 1,67
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Intäktsredovisning
Årsavgifter och hyror aviseras i förskott, men redovisas så att endast del som belöper på räkenskapsåret tas
upp som intäkt. Ränta och utdelning redovisas som en intäkt när det är sannolikt att föreningen kommer få de
ekonomiska fördelar som är förknippade med transaktionen, samt att inkomsten kan beräknas på ett
tillförlitligt sätt.

Fordringar
Fordringar har upptagits till de belopp varmed de beräknas inflyta.

Inkomstskatt
Aktuella skatter värderas utifrån de skattesatser och skatteregler som gäller på balansdagen. Uppskjutna
skatter värderas utifrån de skattesatser och skatteregler som är beslutade på balansdagen. Uppskjuten
skattefordran avseende underskottsavdrag eller andra framtida skattemässiga avdrag redovisas i den
utsträckning det är sannolikt att avdraget kan avräknas mot överskott vid framtida beskattning.

En bostadsrättsförening är i normalfallet inte föremål för inkomstbeskattning. En bostadsrättsförenings
ränteintäkter är skattefria till den del de är hänförliga till fastigheten.

Uppskattningar och bedömningar
Inga uppskattningar eller bedömningar har gjorts utöver uppdelningen av fastigheten i komponenter. På
varje balansdag görs en genomgång av gällande bedömningar av nyttjandeperioden för avskrivningsbara
tillgångar. Osäkerheten i dessa beror på teknisk inkurans som kan förändra användningen av fastigheten.

 
 

Not 1. Nettoomsättning 2024 2023
Årsavgifter bostäder 1 488 684 1 477 848
Hyresintäkter lokaler 127 824 132 000
Hyresintäkter garage och p-platser 236 145 238 050
Debiterade elkostnader 19 457 9 056
Totalt nettoomsättning 1 872 110 1 856 954
I föreningens årsavgift ingår en parkeringsplats, värme, vatten, bredband och grundutbud av tv-kanaler.
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Not 2. Driftkostnader 2024 2023
Fastighetsel 251 656 242 387
Vatten och avlopp 44 534 36 988
Sophämtning 18 293 21 081
Grundavtal hiss 17 284 13 750
Hissbesiktning 1 826 1 707
Brandskydd 15 294 0
Grovsopor/återvinning 42 354 40 910
Fastighetsskötsel 32 228 30 675
Fastighetsskötsel extra 6 543 4 434
Fastighetsstäd 55 708 51 506
Fastighetsstäd extra 10 653 13 804
Trädgårdsskötsel 60 945 56 640
Snöröjning/sandning 1 108 5 178
Bredband 76 987 74 241
Försäkring 39 647 31 518
Försäkringsskador 374 318 71 312
Fastighetsavgift/fastighetsskatt 31 950 31 950
Förbrukningsmaterial 4 362 0
Reparation och underhåll 21 353 18 100
Reparation och underhåll portar och lås 19 571 28 366
Reparation och underhåll hiss 13 544 0
Reparation och underhåll tvättstuga 0 665
Reparation och underhåll el 18 996 10 127
Reparation och underhåll uppvärmning 12 559 0
Reparation och underhåll VVS 8 671 75 431
Reparation och underhåll ventilation 63 597 48 142
Reparation och underhåll gård/trädgård 3 214 4 551
Reparation- och underhållsmaterial 12 082 71 185
Totalt driftkostnader 1 259 274 984 649

 

Not 3. Övriga externa kostnader 2024 2023
Arvode ekonomisk förvaltning 41 665 40 602
Extra ekonomisk förvaltning 2 401 235
Konsultarvode 0 36 938
Bankkostnader 2 032 2 002
Övriga administrativa kostnader 329 2 013
Föreningsomkostnader 4 417 1 050
Övriga kostnader 0 1 253
Totalt övriga externa kostnader 50 844 84 092
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Not 4. Byggnader och mark 2024-12-31 2023-12-31

Ackumulerade anskaffningsvärden
Anskaffningsvärde byggnad 78 023 400 78 023 400
Anskaffningsvärde mark 36 000 000 36 000 000
Utgående anskaffningsvärden 114 023 400 114 023 400
Ackumulerade avskrivningar
Ingående avskrivningar - 10 249 598 - 8 816 234
Årets avskrivningar - 1 433 364 - 1 433 364
Utgående avskrivningar -11 682 962 -10 249 598
Utgående redovisat värde 102 340 438 103 773 802

Taxeringsvärden
Taxeringsvärde byggnader 54 195 000 54 195 000
Taxeringsvärde mark 18 200 000 18 200 000

72 395 000 72 395 000
Uppdelning av taxeringsvärde
Bostäder 69 200 000 69 200 000
Lokaler 3 195 000 3 195 000

72 395 000 72 395 000
 

Not 5. Förutbetalda kostnader och upplupna intäkter 2024-12-31 2023-12-31

Länsförsäkringar 28 643 25 323
FRUBO AB 3 668 3 472
Ownit AB 20 111 18 560
Summa 52 422 47 355
 

Not 6. Skulder till kreditinstitut

Villkors-
ändringsdag

Räntesats
2024-12-31

Belopp
2024-12-31

Belopp
2023-12-31

Lån SHB 627641 2026-09-30 4,71 % 12 223 536 12 485 040
Lån SHB 398989 2025-09-30 1,24 % 13 592 500 13 592 500
Summa skulder till kreditinstitut 25 816 036 26 077 540
    
Kortfristig del av skulder till kreditinstitut -261 504 0

25 554 532 26 077 540
 

Not 7. Upplupna kostnader och förutbetalda intäkter 2024-12-31 2023-12-31

Förskottsbetalda avgifter/hyror 133 959 132 229
Upplupna utgiftsräntor 936 936
Suez Recycling 384 235
Ellevio AB 18 223 20 283
Skellefteå Kraft 11 303 19 446
AGAB 13 297 0
IMA Pumpservice AB 91 797 0
Summa 269 899 173 129
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Alexander MacNally
Ordförande

Naser Nazari
Kassör

Thomas Ericsson
Ledamot

Felix Bagge
Ledamot

Per Byrenius
Ledamot

Hans Lundholm
Intern revisor

Underskrifter
Täby enligt de datum som framgår av våra elektroniska underskrifter.

Min revisionsberättelse har lämnats enligt det datum som framgår av min elektroniska underskrift.
 

Not 8. Ställda säkerheter 2024-12-31 2023-12-31

Fastighetsinteckningar 57 000 000 57 000 000
Summa: 57 000 000 57 000 000
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REVISIONSBERÄTTELSE 

För Bostadsrättsföreningen Slottssmycket, org.nr: 769625-2746 

Jag har granskat årsredovisningen och räkenskaperna samt styrelsens 
förvaltning i Bostadsrättsföreningen Slottssmycket för räkenskapsåret  
2024-01-01 – 2024-12-31. 
 
Det är styrelsen som har ansvaret för räkenskapshandlingarna och 
förvaltningen. Mitt ansvar är att uttala mig om årsredovisningen och 
förvaltningen på grundval av min revision. 
Revisionen har utförts i enlighet med god revisionssed. Det innebär att jag 
planerat och genomfört revisionen för att i rimlig grad försäkra mig om att 
årsredovisningen inte innehåller väsentliga fel. 
 
En revision innefattar att granska ett urval av underlagen för belopp och annan 
information i räkenskapshandlingarna. I en revision ingår också att pröva 
redovisningsprinciperna och styrelsens tillämpning av dem samt att bedöma 
den samlade informationen i årsredovisningen. Jag också har granskat 
väsentliga beslut, åtgärder och förhållanden i föreningen för att kunna bedöma 
om någon styrelseledamot är ersättningsskyldig mot föreningen eller på annat 
sätt har handlat i strid mot föreningslagen, årsredovisningslagen eller 
stadgarna.  
 
Jag anser att min revision ger mig rimlig grund för mitt uttalande nedan. 
 
Årsredovisningen har upprättats i enlighet med lagen om ekonomiska 
föreningar och årsredovisningslagen varför jag tillstyrker: 

- Att resultat- och balansräkning fastställs. 
- Att förlusten disponeras enligt förslaget i förvaltningsberättelsen. 

 
Styrelseledamöterna har inte vidtagit någon åtgärd eller gjort sig skyldiga till 
någon försummelse, som enligt min bedömning kan föranleda 
ersättningsskyldighet mot föreningen, varför jag tillstyrker: 

- Att styrelsens ledamöter beviljas ansvarsfrihet för räkenskapsåret. 
 
Täby den dag som framgår av min elektroniska signatur  
 
Hans Lundholm Intern revisor 

ID
:7

49
3b

26
0-

fd
8c

-1
1e

f-
9f

00
-e

31
ad

16
9a

98
f

St
at

us
: S

ig
ne

ra
t a

v 
al

la



Verifikat Status: Signerat av alla

Titel: 193 - Revisionsberättelse 2024 Skapat: 2025-03-10

ID: 7493b260-fd8c-11ef-9f00-e31ad169a98f

Underskrifter
Intern Revisor
hans@lundholms.se
Signerat: 2025-03-10 09:59 BankID Hans-Gösta Lundholm

Filer
Filnamn Storlek Kontrollsumma

REVISIONSBERÄTTELSE 2024 193.pdf 406.2 kB 814a 422b 1bc4 329d cd4a 2316 05df f662

6931 fb2e 4376 21d8 17e0 9b71 299d 886c

Händelser
Datum Tid Händelse

2025-03-10 09:49 Skapat | Sabine Molin, FRUBO Aktiebolag 5564511292. IP: 88.131.253.100

2025-03-10 09:59 Signerat | Intern Revisor
Genomfört med: BankID av Hans-Gösta Lundholm. IP: 84.217.82.108

Verifikat utfärdat av Egreement AB
Detta verifikat bekräftar vilka parter som har signerat och innehåller relevant information för att verifiera parternas identitet samt
relevanta händelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehåller kompletterande information av
teknisk karaktär och styrker dokumentens och signaturernas äkthet och validitet (för åtkomst till filerna, använd en PDF-läsare som kan
visa bifogade filer). Hash är ett fingeravtryck som varje individuellt dokument får för att säkerställa dess identitet. För mer information,
se bifogad dokumentation.
Verifikation, version: 1.19


	Brf Slottssmycket - Årsredovisning 2024
	193 - Revisionsberättelse 2024




Bostadsrättsföreningen
Slottssmycket


Org.nr: 769625-2746


Årsredovisning 2024
Räkenskapsåret 20240101 - 20241231


Sida


2
8
9


11
12


Innehållsförteckning


Förvaltningsberättelse
Resultaträkning
Balansräkning
Kassaflödesanalys
Noter







Förvaltningsberättelse
Styrelsen för Bostadsrättsföreningen Slottssmycket, organisationsnummer 769625-2746, avger härmed följande
årsredovisning för räkenskapsåret 2024-01-01 - 2024-12-31. Om inte annat särskilt anges, redovisas alla belopp i
hela kronor.


 


Verksamheten
Allmänt om verksamheten
Föreningen har till ändamål att främja medlemmarnas ekonomiska intressen genom att i föreningens hus
upplåta bostäder åt medlemmarna till nyttjande utan tidsbegränsning. Medlems rätt i föreningen kallas
bostadsrätt. 2024 är det åttonde kalenderåret då föreningen bedrivit verksamhet under hela året.


Föreningen är ett privatbostadsföretag och beskattas som en äkta bostadsrättsförening. Föreningen innehar
marken med äganderätt och föreningens fastighet har därutöver inte del i någon samfällighet.  


 
Föreningens säte är i Täby Kommun


 
Föreningen disponerar tomten genom:
Äganderätt


 
Försäkring
Föreningen är fullvärdesförsäkrad hos Länsförsäkringar Stockholm.


 
Styrelse
Ordförande Alexander MacNally
Kassör Naser Nazari
Ledamot Thomas Ericsson
Ledamot Felix Bagge
Ledamot Per Byrenius
Suppleant Karin Rönnberg
Suppleant Erik Linares


 
Befattningshavarna ovan utsågs vid det konstituerande styrelsemötet i anslutning till ordinarie
föreningsstämman.
I tur att avgå vid ordinarie föreningsstämma är Alexander MacNally
Styrelsen har under året hållit 10 sammanträden.
Firmatecknare har varit Alexander MacNally och Naser Nazari


 
Föreningsstämmor
Ordinarie föreningsstämma hölls 2024-05-15.
Revisor
Intern revisor Hans Lundholm


 
Valberedning
Valberedningen består av: Ebba Ericsson Hårleman och Åsa Göthlin
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Information om fastigheten
Föreningens adress:


Slottsvägen 1
 
Nybyggnadsår: 2016
Värdeår: 2016


 
Fastighetsbeteckning: Matrosen 2


 
Huset är ett flerfamiljshus i tre plan med källare innehållande bl a garage, bastu, duschar och
gemensamhetslokaler, samt uppvärmd förrådsvind med allrum och terrass. Till fastigheten hör också ett
separat sophus. Fastighetens beteckning är Matrosen 2 och den är belägen på Slottsvägen 1 i Täby kommun.


Totalt antal bostadslägenheter: 18


Totalyta (m²): 2 299


Bostadslägenheter
upplåtna med bostadsrätt


Antal Total yta m²


3 rok 13 1 262
4 rok 5 575
Summa 18 1 837


 


 


Lokaler
upplåtna med hyresrätt


Antal Total yta m²


1 150
 


 
Garage och P-platser


Antal platser


26
 
Garageytan är beräknad efter schablon på 12 kvm /
plats.
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Förvaltning
Den kamerala förvaltningen sköts av FRUBO AB. Den tekniska fastighetsförvaltningen har hanterats av FSS
Fastighetsservice AB.


Föreningsfrågor


Löner och ersättningar
Inga arvoden har utgått till styrelsen under 2024


Ekonomi
Föreningens fastighetslån utgörs av hypotekslån i Handelsbanken. Lånevillkoren finns under
tilläggsupplysningar.


Väsentliga händelser under räkenskapsåret
Underhållsplan:


Ett underhållsplan upprättades under året.


Dagvattensystemet:  


Under året har föreningen tvingats att renovera sina dagvattenpumpar och fästen som förstördes av flera
stopp i föreningens anslutning till den kommunala dagvattenledningen. Täby kommun har nu åtgärdat felet i
sitt ledningssystem. Föreningen har erhållit en försäkringsersättning för denna skada uppgående till 232.589
kronor. Beloppet har utbetalats den 13 februari 2025 men intäktsförts i bokslutet för 2024. Föreningens totala
kostnader för renovering av dagvattensystemet uppgår till 375.375 kronor och redovisas också i sin helhet i
bokslutet för 2024. Den del av kostnaden som inte täcks av försäkringsersättningen utgör en uppgradering av
funktionerna i systemet.


 
Upplysning vid förlust


Vår ekonomi i föreningen är tillfredsställande och likviditeten är god. För att följa den almänna
prisutvecklingen har styrelsen beslutat om en avgiftsjustering enligt följande: · att höja föreningens avgift med
8 procent från och med den 1 januari 2025 · att höja avgiften för parkeringsplatser med 50 kr, från
850kr/månad till 900kr/månad från och med den 1 januari 2025 Även en genomgång av föreningens
omkostnader utfördes under hösten 2024 med syftet att sänka dessa. Denna justering är en del av vårt
engagemang för att säkerställa föreningens ekonomiska hälsa och bibehålla vår gemensamma standard.
Den ger oss också möjligheten att fortsätta investera i underhåll och förbättringar för att göra vårt hus ännu
mer attraktivt.
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Medlemsinformation
25 medlemmar vid räkenskapsårets början.
Under året har 1 överlåtelser skett. 
Medlemmar vid räkenskapsårets slut 27 


 


18 bostadsrätter
 


27 medlemmar vid räkenskapsårets slut
 


Flerårsöversikt
2024 2023 2022 2021


Nettoomsättning, tkr 1 872 1 857 1 834 1 797
Årsavgifter, tkr 1 508 1 487 1 456 1 445
Resultat efter finansiella poster, tkr - 1 390 - 1 029 - 814 - 778
Soliditet % 74 75 75 75
Balansomslutning, tkr 103 356 104 714 105 945 107 370
Årsavgift / kvm upplåten med bostadsrätt¹, kr 910 900
Skuldsättning / kvm upplåten med bostadsrätt,
kr


14 053 14 196


Skuldsättning / kvm totalyta, kr 11 229 11 343
Sparande / kvm, kr 80 187
Räntekänslighet, % 17 16
Energikostnad / kvm, kr 129 122
Årsavgifternas andel i % av totala rörelseintäkter 79 87
² I föreningens årsavgift ingår en parkeringsplats, värme, vatten, bredband och grundutbud av tv-kanaler.
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Nyckeltalsdefinitioner


Soliditet
Justerat eget kapital i procent av balansomslutning.


Årsavgift per kvm upplåten med bostadsrätt: Alla årsavgifter som tas ut för ytor upplåtna med bostadsrätt,
inklusive avgifter baserade på individuella mätningar av förbrukning, fördelat per kvm upplåten med
bostadsrätt. Avgifter för tjänster som en medlem kan välja som tillval ingår inte.


Skuldsättning per kvm: Räntebärande skulder på balansdagen dividerat med antalet kvadratmeter
upplåtna med bostadsrätt och hyresrätt, dvs. samtliga ytor som föreningen tar ut en avgift eller hyra för.


Skuldsättning per kvm upplåten med bostadsrätt: Räntebärande skulder på balansdagen dividerat med
antalet kvadratmeter upplåtna med bostadsrätt.


Sparande per kvm: Justerat resultat fördelat per kvm upplåten med bostadsrätt och hyresrätt. Med justerat
resultat avses årets resultat ökat med årets avskrivningar, årets kostnad för utrangeringar och årets kostnad
för planerat underhåll samt avdrag resp. tillägg av intäkter och kostnader som är väsentliga och som inte är
en del av den normala verksamheten.


Räntekänslighet: Räntebärande skulder på balansdagen dividerat med föreningens intäkter från årsavgifter
under räkenskapsåret. Nyckeltalet visar hur många procent årsavgifterna kan behöva höjas om räntan stiger
med 1 procentenhet.


Energikostnad per kvm: Kostnader för värme, el och vatten (inkl. kostnader som vidaredebiteras) fördelat per
kvm bostadsrätt och hyresrätt.


Årsavgifternas andel i procent av totala rörelseintäkter: Årsavgifter dividerat med totala rörelseintäkter.
Nyckeltalet visar hur stor del av föreningens totala rörelseintäkter som kommer från årsavgifter.


 


  
Årets amortering
Föreningen har under året amorterat 261 504 kronor. 
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- 8 339 942 - 1 028 645


- 1 028 645 1 028 645
- 1 390 457


- 9 585 772 - 1 390 457


Förändringar i eget kapital
Insatser Fondför yttre underhåll Balanserat resultat Årets resultat


Belopp vid årets ingång 86 635 500 969 419
Resultatdisposition enligt stämman:
Reservering fond för yttre underhåll 217 185 -217 185
Balanseras i ny räkning
Årets resultat
Belopp vid årets utgång 86 635 500 1 186 604


 


Resultatdisposition
Till föreningsstämmans förfogande står följande medel:
Balanserat resultat - 9 585 772 
Årets resultat - 1 390 457 
Totalt - 10 976 229 


Styrelsen föreslår att medlen disponeras enligt följande:
Reservering fond för yttre underhåll 217 185 
Balanseras i ny räkning - 11 193 414 
Totalt - 10 976 229 
Avsättning till yttre fond sker med 0,3% av taxeringsvärdet.
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Resultaträkning
1 januari - 31 december Not 2024 2023


 
RÖRELSEINTÄKTER
Nettoomsättning 1 1 872 110 1 856 954
Övriga rörelseintäkter 232 586 47 247


Summa Rörelseintäkter 2 104 696 1 904 201
 
RÖRELSEKOSTNADER
Driftkostnader 2 -1 259 274 -984 649
Övriga externa kostnader 3 -50 844 -84 092
Avskrivningar -1 433 364 -1 433 364


Summa Rörelsekostnader -2 743 482 -2 502 105
 
RÖRELSERESULTAT -638 786 -597 904
 
FINANSIELLA POSTER
Övriga ränteintäkter och liknande resultatposter 305 0
Räntekostnader och liknande resultatposter -751 976 -430 741


Summa Finansiella poster -751 671 -430 741
 
RESULTAT EFTER FINANSIELLA POSTER -1 390 457 -1 028 645
 
RESULTAT FÖRE SKATT -1 390 457 -1 028 645
 
ÅRETS RESULTAT -1 390 457 -1 028 645
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Balansräkning
TILLGÅNGAR Not 2024-12-31 2023-12-31


 
ANLÄGGNINGSTILLGÅNGAR
Materiella anläggningstillgångar
Byggnader och mark 4 102 340 438 103 773 802


Summa materiella anläggningstillgångar 102 340 438 103 773 802
 
SUMMA ANLÄGGNINGSTILLGÅNGAR 102 340 438 103 773 802
 
 
OMSÄTTNINGSTILLGÅNGAR
Kortfristiga fordringar
Avgifts- och hyresfordringar 35 395 0
Övriga fordringar 265 164 0
Förutbetalda kostnader och upplupna intäkter 5 52 422 47 355


Summa kortfristiga fordringar 352 981 47 355
 
Kassa och bank
Kassa och bank 662 323 891 466


Summa kassa och bank 662 323 891 466
 
SUMMA OMSÄTTNINGSTILLGÅNGAR 1 015 303 938 821
 
 
SUMMA TILLGÅNGAR 103 355 742 104 712 623
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Balansräkning
EGET KAPITAL OCH SKULDER Not 2024-12-31 2023-12-31


 
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 86 635 500 86 635 500
Fond för yttre underhåll 1 186 604 969 419


Summa bundet eget kapital 87 822 104 87 604 919
 
Fritt eget kapital
Balanserat resultat -9 585 772 -8 339 942
Årets resultat -1 390 457 -1 028 645


Summa fritt eget kapital -10 976 229 -9 368 587
 
SUMMA EGET KAPITAL 76 845 875 78 236 332
 
Långfristiga skulder
Skulder till kreditinstitut 6 25 816 036 26 077 540


Summa långfristiga skulder 25 816 036 26 077 540
 
Kortfristiga skulder
Leverantörsskulder 307 165 109 794
Skatteskulder 63 900 63 900
Övriga skulder 52 867 51 929
Upplupna kostnader och förutbetalda intäkter 7 269 899 173 128


Summa kortfristiga skulder 693 831 398 751
 
 
SUMMA EGET KAPITAL OCH SKULDER 103 355 742 104 712 623
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Kassaflödesanalys
Not


2024-01-01
2024-12-31


2023-01-01
2023-12-31


 
DEN LÖPANDE VERKSAMHETEN
Rörelseresultat -638 786 -597 904
Justeringar för poster som inte ingår i kassaflödet
Avskrivningar 1 433 364 1 433 364
Summa 794 578 835 460
 
Erhållen ränta 305 0
Erlagd ränta -751 976 -430 741
Kassaflöde från den löpande verksamheten före
förändringar av rörelsekapital


42 907 404 719


 
Kassaflöde från förändringar i rörelsekapital
Förändring av rörelsefordringar -305 626 2 031
Förändring av rörelseskulder 295 080 31 721


Kassaflöde från den löpande verksamheten 32 361 438 471


 
FINANSIERINGSVERKSAMHETEN
Amortering -261 504 -235 704


Kassaflöde från finansieringsverksamheten -261 504 -235 704


Årets kassaflöde -229 143 202 767


Likvida medel vid årets början 891 466 687 447


Likvida medel vid årets slut 662 323 891 466
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Noter
Redovisningsprinciper


Årsredovisningen är upprättad i enlighet med årsredovisningslagen och Bokföringsnämndens allmänna råd
(BFNAR) 2012:1 Årsredovisning och koncernredovisning samt BFNAR 2023:1 Kompletterande upplysningar m.m
i bostadsrättsföreningars årsredovisning.


Värderingsprinciper m.m.
Tillgångar, avsättningar och skulder har värderats utifrån anskaffningsvärden om inget annat anges nedan.


Tillkommande utgifter
Tillkommande utgifter som uppfyller tillgångskriteriet räknas in i tillgångens redovisade värde. Utgifter för
löpande underhåll och reparationer redovisas som kostnader när de uppkommer.


Materiella anläggningstillgångar
Materiella anläggningstillgångar redovisas till anskaffningsvärde minskat med avskrivningar. I
anskaffningsvärdet ingår utgifter som direkt kan hänföras till förvärvet av tillgången.


När en komponent i en anläggningstillgång byts ut, utrangeras eventuell kvarvarande del av den gamla
komponenten och den nya komponentens anskaffningsvärde aktiveras.


Tillkommande utgifter som avser tillgångar som inte delas upp i komponenter läggs till anskaffningsvärdet till
den del tillgångens prestanda ökar i förhållande till tillgångens värde vid anskaffningstidpunkten.


Utgifter för löpande reparation och underhåll redovisas som kostnader.


Avskrivning görs över den förväntade nyttjandeperioden och avskrivningen redovisas som kostnad i
resultaträkningen. Enligt redovisningsprincip (K3) har byggnaden delats upp i komponenter. Nedanstående
avskrivningsprocent används.


Avskrivning
Tillämpade avskrivningstider:


Anläggningstillgång Nyttjandeperiod (år) Avskrivning (%)


Stomme & grund 150 0,67
Stomkompletteringar, innerväggar m.m. 60 1,67
Värme, sanitet (VVS) 50 2
El 50 2
Inre ytskikt och vitvaror 20 5
Fasad 75 1,33
Fönster 60 1,67
Köksinredning 35 2,86
Yttertak 40 2,5
Ventilation 30 3.33
Hiss 50 2
Styr- och övervakning 20 5
Restpost 60 1,67
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Intäktsredovisning
Årsavgifter och hyror aviseras i förskott, men redovisas så att endast del som belöper på räkenskapsåret tas
upp som intäkt. Ränta och utdelning redovisas som en intäkt när det är sannolikt att föreningen kommer få de
ekonomiska fördelar som är förknippade med transaktionen, samt att inkomsten kan beräknas på ett
tillförlitligt sätt.


Fordringar
Fordringar har upptagits till de belopp varmed de beräknas inflyta.


Inkomstskatt
Aktuella skatter värderas utifrån de skattesatser och skatteregler som gäller på balansdagen. Uppskjutna
skatter värderas utifrån de skattesatser och skatteregler som är beslutade på balansdagen. Uppskjuten
skattefordran avseende underskottsavdrag eller andra framtida skattemässiga avdrag redovisas i den
utsträckning det är sannolikt att avdraget kan avräknas mot överskott vid framtida beskattning.


En bostadsrättsförening är i normalfallet inte föremål för inkomstbeskattning. En bostadsrättsförenings
ränteintäkter är skattefria till den del de är hänförliga till fastigheten.


Uppskattningar och bedömningar
Inga uppskattningar eller bedömningar har gjorts utöver uppdelningen av fastigheten i komponenter. På
varje balansdag görs en genomgång av gällande bedömningar av nyttjandeperioden för avskrivningsbara
tillgångar. Osäkerheten i dessa beror på teknisk inkurans som kan förändra användningen av fastigheten.


 
 


Not 1. Nettoomsättning 2024 2023
Årsavgifter bostäder 1 488 684 1 477 848
Hyresintäkter lokaler 127 824 132 000
Hyresintäkter garage och p-platser 236 145 238 050
Debiterade elkostnader 19 457 9 056
Totalt nettoomsättning 1 872 110 1 856 954
I föreningens årsavgift ingår en parkeringsplats, värme, vatten, bredband och grundutbud av tv-kanaler.
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Not 2. Driftkostnader 2024 2023
Fastighetsel 251 656 242 387
Vatten och avlopp 44 534 36 988
Sophämtning 18 293 21 081
Grundavtal hiss 17 284 13 750
Hissbesiktning 1 826 1 707
Brandskydd 15 294 0
Grovsopor/återvinning 42 354 40 910
Fastighetsskötsel 32 228 30 675
Fastighetsskötsel extra 6 543 4 434
Fastighetsstäd 55 708 51 506
Fastighetsstäd extra 10 653 13 804
Trädgårdsskötsel 60 945 56 640
Snöröjning/sandning 1 108 5 178
Bredband 76 987 74 241
Försäkring 39 647 31 518
Försäkringsskador 374 318 71 312
Fastighetsavgift/fastighetsskatt 31 950 31 950
Förbrukningsmaterial 4 362 0
Reparation och underhåll 21 353 18 100
Reparation och underhåll portar och lås 19 571 28 366
Reparation och underhåll hiss 13 544 0
Reparation och underhåll tvättstuga 0 665
Reparation och underhåll el 18 996 10 127
Reparation och underhåll uppvärmning 12 559 0
Reparation och underhåll VVS 8 671 75 431
Reparation och underhåll ventilation 63 597 48 142
Reparation och underhåll gård/trädgård 3 214 4 551
Reparation- och underhållsmaterial 12 082 71 185
Totalt driftkostnader 1 259 274 984 649


 


Not 3. Övriga externa kostnader 2024 2023
Arvode ekonomisk förvaltning 41 665 40 602
Extra ekonomisk förvaltning 2 401 235
Konsultarvode 0 36 938
Bankkostnader 2 032 2 002
Övriga administrativa kostnader 329 2 013
Föreningsomkostnader 4 417 1 050
Övriga kostnader 0 1 253
Totalt övriga externa kostnader 50 844 84 092
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Not 4. Byggnader och mark 2024-12-31 2023-12-31


Ackumulerade anskaffningsvärden
Anskaffningsvärde byggnad 78 023 400 78 023 400
Anskaffningsvärde mark 36 000 000 36 000 000
Utgående anskaffningsvärden 114 023 400 114 023 400
Ackumulerade avskrivningar
Ingående avskrivningar - 10 249 598 - 8 816 234
Årets avskrivningar - 1 433 364 - 1 433 364
Utgående avskrivningar -11 682 962 -10 249 598
Utgående redovisat värde 102 340 438 103 773 802


Taxeringsvärden
Taxeringsvärde byggnader 54 195 000 54 195 000
Taxeringsvärde mark 18 200 000 18 200 000


72 395 000 72 395 000
Uppdelning av taxeringsvärde
Bostäder 69 200 000 69 200 000
Lokaler 3 195 000 3 195 000


72 395 000 72 395 000
 


Not 5. Förutbetalda kostnader och upplupna intäkter 2024-12-31 2023-12-31


Länsförsäkringar 28 643 25 323
FRUBO AB 3 668 3 472
Ownit AB 20 111 18 560
Summa 52 422 47 355
 


Not 6. Skulder till kreditinstitut


Villkors-
ändringsdag


Räntesats
2024-12-31


Belopp
2024-12-31


Belopp
2023-12-31


Lån SHB 627641 2026-09-30 4,71 % 12 223 536 12 485 040
Lån SHB 398989 2025-09-30 1,24 % 13 592 500 13 592 500
Summa skulder till kreditinstitut 25 816 036 26 077 540
    
Kortfristig del av skulder till kreditinstitut -261 504 0


25 554 532 26 077 540
 


Not 7. Upplupna kostnader och förutbetalda intäkter 2024-12-31 2023-12-31


Förskottsbetalda avgifter/hyror 133 959 132 229
Upplupna utgiftsräntor 936 936
Suez Recycling 384 235
Ellevio AB 18 223 20 283
Skellefteå Kraft 11 303 19 446
AGAB 13 297 0
IMA Pumpservice AB 91 797 0
Summa 269 899 173 129
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Alexander MacNally
Ordförande


Naser Nazari
Kassör


Thomas Ericsson
Ledamot


Felix Bagge
Ledamot


Per Byrenius
Ledamot


Hans Lundholm
Intern revisor


Underskrifter
Täby enligt de datum som framgår av våra elektroniska underskrifter.


Min revisionsberättelse har lämnats enligt det datum som framgår av min elektroniska underskrift.
 


Not 8. Ställda säkerheter 2024-12-31 2023-12-31


Fastighetsinteckningar 57 000 000 57 000 000
Summa: 57 000 000 57 000 000
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  }, {
    "email" : "felix_bagge@hotmail.com"
  }, {
    "email" : "naser-nazari@hotmail.com"
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    "ipAddress" : "83.191.100.247"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Slottssmycket",
    "email" : "naser-nazari@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Slottssmycket",
    "email" : "naser-nazari@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196001021531",
    "personSurname" : "Nazari",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTbG90dHNzbXlja2V0IC0gw4Vyc3JlZG92aXNuaW5nIDIwMjQiIApJRDogOGViYzQ2MjAtZjkwOS0xMWVmLTg3NTQtODFjNGUwNTY3NmZlCkRhdHVtOiAyMDI1LTAzLTA0Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "cb38c280-f996-11ef-8754-81c4e05676fe",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTkzIE9yaWdpbmFsLnBkZiIKOWI0ZCBhMDdiIDBmMTEgMGU5MCBkYmJkIGUyZWEgODY4NSAyNjkwIDVmNGYgZTAxZiAwNTM3IGNkNzQgMDA1ZiAwOTVkIDA3YTggYWYwNAotLS0tLS0tLS0t",
    "personGivenName" : "Naser",
    "startDate" : "2025-03-05T07:52:32.450+0000",
    "transactionId" : "34ed591e00ec01bc051cb7a4fd7dc8b7"
  },
  "time" : "2025-03-05T08:52:42.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.191.100.247"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "d188f880-f996-11ef-858e-57711ecab3bd"
}, {
  "id" : "d21e81c0-f996-11ef-858e-57711ecab3bd",
  "time" : "2025-03-05T08:52:43.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "alexander.macnally@googlemail.com"
  }, {
    "email" : "felix_bagge@hotmail.com"
  }, {
    "email" : "thom.ericsson@telia.com"
  }, {
    "email" : "per.byrenius@vattenfall.com"
  } ]
}, {
  "id" : "81a5a990-f9d6-11ef-858e-57711ecab3bd",
  "time" : "2025-03-05T16:28:36.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "felix_bagge@hotmail.com"
  } ]
}, {
  "id" : "53a50de0-fa23-11ef-8dd7-1387143bdc74",
  "time" : "2025-03-06T01:38:30.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "209.160.183.154"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Slottssmycket",
    "email" : "felix_bagge@hotmail.com"
  }
}, {
  "id" : "886674b0-fa23-11ef-8dd7-1387143bdc74",
  "time" : "2025-03-06T01:39:59.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "209.160.183.154"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Slottssmycket",
    "email" : "felix_bagge@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Slottssmycket",
    "email" : "felix_bagge@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198507282914",
    "personSurname" : "Bagge",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTbG90dHNzbXlja2V0IC0gw4Vyc3JlZG92aXNuaW5nIDIwMjQiIApJRDogOGViYzQ2MjAtZjkwOS0xMWVmLTg3NTQtODFjNGUwNTY3NmZlCkRhdHVtOiAyMDI1LTAzLTA0Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "8b28a1f0-fa23-11ef-9f00-e31ad169a98f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTkzIE9yaWdpbmFsLnBkZiIKOWI0ZCBhMDdiIDBmMTEgMGU5MCBkYmJkIGUyZWEgODY4NSAyNjkwIDVmNGYgZTAxZiAwNTM3IGNkNzQgMDA1ZiAwOTVkIDA3YTggYWYwNAotLS0tLS0tLS0t",
    "personGivenName" : "Felix",
    "startDate" : "2025-03-06T00:40:04.088+0000",
    "transactionId" : "2d1da5d0f1b99727a29cb71e7012cbbd"
  },
  "time" : "2025-03-06T01:40:15.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "209.160.183.154"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "9230b640-fa23-11ef-873c-1f4f091d7dec"
}, {
  "id" : "9303e4c0-fa23-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-06T01:40:16.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "alexander.macnally@googlemail.com"
  }, {
    "email" : "naser-nazari@hotmail.com"
  }, {
    "email" : "thom.ericsson@telia.com"
  }, {
    "email" : "per.byrenius@vattenfall.com"
  } ]
}, {
  "id" : "93059270-fa23-11ef-873c-1f4f091d7dec",
  "time" : "2025-03-06T01:40:16.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "hans@lundholms.se"
  } ]
}, {
  "id" : "7ea50290-fa6c-11ef-8aa0-790626141b96",
  "time" : "2025-03-06T10:22:15.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.82.108"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern revisor - Brf Slottssmycket",
    "email" : "hans@lundholms.se"
  }
}, {
  "id" : "28a713d0-fc31-11ef-9f00-e31ad169a98f",
  "time" : "2025-03-08T16:22:33.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.82.108"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern revisor - Brf Slottssmycket",
    "email" : "hans@lundholms.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Intern revisor - Brf Slottssmycket",
    "email" : "hans@lundholms.se"
  },
  "signingMetadata" : {
    "personNr" : "194411246954",
    "personSurname" : "Lundholm",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTbG90dHNzbXlja2V0IC0gw4Vyc3JlZG92aXNuaW5nIDIwMjQiIApJRDogOGViYzQ2MjAtZjkwOS0xMWVmLTg3NTQtODFjNGUwNTY3NmZlCkRhdHVtOiAyMDI1LTAzLTA0Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "4ac24f20-fc31-11ef-858e-57711ecab3bd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMTkzIE9yaWdpbmFsLnBkZiIKOWI0ZCBhMDdiIDBmMTEgMGU5MCBkYmJkIGUyZWEgODY4NSAyNjkwIDVmNGYgZTAxZiAwNTM3IGNkNzQgMDA1ZiAwOTVkIDA3YTggYWYwNAotLS0tLS0tLS0t",
    "personGivenName" : "Hans-Gösta",
    "startDate" : "2025-03-08T15:23:31.191+0000",
    "transactionId" : "d0d7bea333e1c2746c5e9a8a4a9ba64d"
  },
  "time" : "2025-03-08T16:23:58.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.82.108"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "5b417bf0-fc31-11ef-8754-81c4e05676fe"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments


2







How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


mobile +4670123456789 The user’s mobile phone
number.
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Parameter name Parameter value example(s) Description


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created


• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.18 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set
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Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification


Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.
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◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.


Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.
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Parameter name Parameter value example Description


message MzJhMDYxN2FhYjRjOWZlNzI1Zj
FiNWJjNDQxMj…


The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where


applicable) will be stored as a part of SignMetadata.


For simple electronic signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.
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Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS and/or
tbsHidden matches the SignMetadata.


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.
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Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
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    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  }, {
    "personName" : "Alice A",
    "mobile" : "+4670123456789"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID
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• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended
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Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced


Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Agreement Version : 1.18


• Date of Change : 2023-10-02


• Logs


◦ Qualified electronic signing using Swisscom Mobile ID is introduced


Agreement Version : 1.19


• Date of Change : 2024-04-17


• Logs


◦ Watermark logo added


◦ Verification page logo changed


Reference Documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates that a person consents to the contents of


an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such


signatures:


• Simple Electronic Signatures


• Advanced Electronic Signatures


• Qualified Electronic Signatures


These signatures are created using an electronic identity that has a certain security Level of Assurance
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(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,


taking into account the enrollment process as well as protection of the authentication needed to use


the identity.


• Low - For example self-registration.


• Substantial - Providing and verifying identity information in a structured way.


• High - For example a requirement to have a physical meeting before issuing an identity.


Simple Electronic Signature (SES)


• Basic electronic signature with low assurance.


• Typically equivalent to a handwritten signature.


• Minimal identity verification required.


Is defined as "data in electronic form which is attached to or logically associated with other data in


electronic form and which is used by the signatory to sign".


Supported methods


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• MitID low - Danish MitID on LOA level low


• Click Signature - A signature created by personalized link.


Advanced Electronic Signature (AES)


• is uniquely tied to the signatory,


• uniquely linked to and capable of identifying the signatory


• created in a way that allows the signatory to retain control


• linked to the document in a way that any subsequent change of the data is detectable.


Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.


Supported methods


• Swedish BankID


• Norwegian BankID


• Finnish strong identification


• Danish MitID - MitID on LOA level substantial


• SMS Signature - A signature created by responding to an SMS with context specific content.
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• Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based


email service.


Qualified Electronic Signature (QES)


A qualified electronic signature is an advanced electronic signature which is additionally:


• Highest Level of Assurance and trust.


• created by a qualified signature creation device (QSCD)


• Requires a qualified digital certificate from a qualified trust service provider.


• Legal equivalence to a handwritten signature in many jurisdictions.


Supported methods


Electronic signatures based on PKI where the signature is the highest level of electronic signature


under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.


• Swisscom Mobile ID


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
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encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).


Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:
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• Create text representation of agreement


• Create digital signature


Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.
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Example


----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Swisscom Mobile ID (qualified electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.
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Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,
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supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.
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• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.


Swisscom Mobile ID


Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.


It is a PKI based solution that uses a smartphone application to authenticate signees. After successful


authentication a short lived certificate is issued that is used to produce a Qualified Electronic


Signature.


Signature format


Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the tbsHidden and message is the message shown to


the user in the Mobile ID client.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no used to trigger the signee’s authentication of the signature.


• personName - Full name.


• personSurname - Surname.


• personGivenName - Given name.


• personSerialNumber - Swisscom evidenceId.


• startDate - Date when signing was started.


• signatureMethod - Will be swisscom-qes.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• message - Message shown in the Mobile ID client when user approves the signature, base64


encoded.


• tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


12







API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.
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• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.
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How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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se bifogad dokumentation.
Verifikation, version: 1.19








REVISIONSBERÄTTELSE 


För Bostadsrättsföreningen Slottssmycket, org.nr: 769625-2746 


Jag har granskat årsredovisningen och räkenskaperna samt styrelsens 
förvaltning i Bostadsrättsföreningen Slottssmycket för räkenskapsåret  
2024-01-01 – 2024-12-31. 
 
Det är styrelsen som har ansvaret för räkenskapshandlingarna och 
förvaltningen. Mitt ansvar är att uttala mig om årsredovisningen och 
förvaltningen på grundval av min revision. 
Revisionen har utförts i enlighet med god revisionssed. Det innebär att jag 
planerat och genomfört revisionen för att i rimlig grad försäkra mig om att 
årsredovisningen inte innehåller väsentliga fel. 
 
En revision innefattar att granska ett urval av underlagen för belopp och annan 
information i räkenskapshandlingarna. I en revision ingår också att pröva 
redovisningsprinciperna och styrelsens tillämpning av dem samt att bedöma 
den samlade informationen i årsredovisningen. Jag också har granskat 
väsentliga beslut, åtgärder och förhållanden i föreningen för att kunna bedöma 
om någon styrelseledamot är ersättningsskyldig mot föreningen eller på annat 
sätt har handlat i strid mot föreningslagen, årsredovisningslagen eller 
stadgarna.  
 
Jag anser att min revision ger mig rimlig grund för mitt uttalande nedan. 
 
Årsredovisningen har upprättats i enlighet med lagen om ekonomiska 
föreningar och årsredovisningslagen varför jag tillstyrker: 


- Att resultat- och balansräkning fastställs. 
- Att förlusten disponeras enligt förslaget i förvaltningsberättelsen. 


 
Styrelseledamöterna har inte vidtagit någon åtgärd eller gjort sig skyldiga till 
någon försummelse, som enligt min bedömning kan föranleda 
ersättningsskyldighet mot föreningen, varför jag tillstyrker: 


- Att styrelsens ledamöter beviljas ansvarsfrihet för räkenskapsåret. 
 
Täby den dag som framgår av min elektroniska signatur  
 
Hans Lundholm Intern revisor 






[ {
  "agreementId" : "7493b260-fd8c-11ef-9f00-e31ad169a98f",
  "agreementName" : "193 - Revisionsberättelse 2024",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "REVISIONSBERÄTTELSE 2024 193.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "406200",
    "fileHash" : "814a422b1bc4329dcd4a231605dff6626931fb2e437621d817e09b71299d886c",
    "fileId" : "82715950-fd8c-11ef-810d-9519bde4762d"
  } ],
  "signees" : [ {
    "orgName" : "Intern Revisor",
    "email" : "hans@lundholms.se"
  } ],
  "time" : "2025-03-10T09:49:15.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Sabine Molin",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "sabine.molin@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "8c0102e0-fd8c-11ef-9f00-e31ad169a98f"
}, {
  "id" : "8da75fe0-fd8c-11ef-9f00-e31ad169a98f",
  "time" : "2025-03-10T09:49:18.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "sabine.molin@frubo.se"
  }, {
    "email" : "hans@lundholms.se"
  } ]
}, {
  "id" : "d61967e0-fd8d-11ef-858e-57711ecab3bd",
  "time" : "2025-03-10T09:58:29.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.82.108"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "hans@lundholms.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Intern Revisor",
    "email" : "hans@lundholms.se"
  },
  "signingMetadata" : {
    "personNr" : "194411246954",
    "personSurname" : "Lundholm",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIjE5MyAtIFJldmlzaW9uc2JlcsOkdHRlbHNlIDIwMjQiIApJRDogNzQ5M2IyNjAtZmQ4Yy0xMWVmLTlmMDAtZTMxYWQxNjlhOThmCkRhdHVtOiAyMDI1LTAzLTEwCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f5e2eb00-fd8d-11ef-9f00-e31ad169a98f",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiUkVWSVNJT05TQkVSw4RUVEVMU0UgMjAyNCAxOTMucGRmIgo4MTRhIDQyMmIgMWJjNCAzMjlkIGNkNGEgMjMxNiAwNWRmIGY2NjIgNjkzMSBmYjJlIDQzNzYgMjFkOCAxN2UwIDliNzEgMjk5ZCA4ODZjCi0tLS0tLS0tLS0=",
    "personGivenName" : "Hans-Gösta",
    "startDate" : "2025-03-10T08:59:23.170+0000",
    "transactionId" : "6f2f929743db71d55eaa4ef7ec162ac6"
  },
  "time" : "2025-03-10T09:59:45.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.217.82.108"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "03990cc0-fd8e-11ef-873c-1f4f091d7dec"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


4







Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


mobile +4670123456789 The user’s mobile phone
number.
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Parameter name Parameter value example(s) Description


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created


• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.18 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set
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Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification


Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.
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◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.


Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.
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Parameter name Parameter value example Description


message MzJhMDYxN2FhYjRjOWZlNzI1Zj
FiNWJjNDQxMj…


The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where


applicable) will be stored as a part of SignMetadata.


For simple electronic signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.
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Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS and/or
tbsHidden matches the SignMetadata.


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.
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Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
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    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  }, {
    "personName" : "Alice A",
    "mobile" : "+4670123456789"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID
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• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended
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Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced


Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Agreement Version : 1.18


• Date of Change : 2023-10-02


• Logs


◦ Qualified electronic signing using Swisscom Mobile ID is introduced


Agreement Version : 1.19


• Date of Change : 2024-04-17


• Logs


◦ Watermark logo added


◦ Verification page logo changed


Reference Documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates that a person consents to the contents of


an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such


signatures:


• Simple Electronic Signatures


• Advanced Electronic Signatures


• Qualified Electronic Signatures


These signatures are created using an electronic identity that has a certain security Level of Assurance
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(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,


taking into account the enrollment process as well as protection of the authentication needed to use


the identity.


• Low - For example self-registration.


• Substantial - Providing and verifying identity information in a structured way.


• High - For example a requirement to have a physical meeting before issuing an identity.


Simple Electronic Signature (SES)


• Basic electronic signature with low assurance.


• Typically equivalent to a handwritten signature.


• Minimal identity verification required.


Is defined as "data in electronic form which is attached to or logically associated with other data in


electronic form and which is used by the signatory to sign".


Supported methods


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• MitID low - Danish MitID on LOA level low


• Click Signature - A signature created by personalized link.


Advanced Electronic Signature (AES)


• is uniquely tied to the signatory,


• uniquely linked to and capable of identifying the signatory


• created in a way that allows the signatory to retain control


• linked to the document in a way that any subsequent change of the data is detectable.


Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.


Supported methods


• Swedish BankID


• Norwegian BankID


• Finnish strong identification


• Danish MitID - MitID on LOA level substantial


• SMS Signature - A signature created by responding to an SMS with context specific content.
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• Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based


email service.


Qualified Electronic Signature (QES)


A qualified electronic signature is an advanced electronic signature which is additionally:


• Highest Level of Assurance and trust.


• created by a qualified signature creation device (QSCD)


• Requires a qualified digital certificate from a qualified trust service provider.


• Legal equivalence to a handwritten signature in many jurisdictions.


Supported methods


Electronic signatures based on PKI where the signature is the highest level of electronic signature


under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.


• Swisscom Mobile ID


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
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encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).


Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:
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• Create text representation of agreement


• Create digital signature


Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.
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Example


----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Swisscom Mobile ID (qualified electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.
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Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,
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supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.
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• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.


Swisscom Mobile ID


Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.


It is a PKI based solution that uses a smartphone application to authenticate signees. After successful


authentication a short lived certificate is issued that is used to produce a Qualified Electronic


Signature.


Signature format


Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the tbsHidden and message is the message shown to


the user in the Mobile ID client.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no used to trigger the signee’s authentication of the signature.


• personName - Full name.


• personSurname - Surname.


• personGivenName - Given name.


• personSerialNumber - Swisscom evidenceId.


• startDate - Date when signing was started.


• signatureMethod - Will be swisscom-qes.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• message - Message shown in the Mobile ID client when user approves the signature, base64


encoded.


• tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.
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• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.
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How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each


1







entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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